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ElasticSearch EY{E

Starting Elasticsearch

Starting Elasticsearch | Elasticsearch Guide [7.14] | Elastic



https://www.elastic.co/guide/en/elasticsearch/reference/current/starting-elasticsearch.html

Elasticsearch REST Api

B Elasticsearch EREFEHI (2021.07.24~25) - HackMD

Indexing documents

http://<es_host>:9200/<index>/<type>/[<id>]

. N

* Index name ALLE R ERIE, type namell|FH
UEDEHER, LEHENGEELL

Elasticsearch44 8

Index Database
Fypee Fabte
Document Row/Record

Id Primary key

Indexing documents
http://<es_host>:9200/<index>/<type>/[<id>]

Index&ltypelE i@ HER,idE R %, Elasticsearch
FAdocumentil_ EBEIEEMI ©

- BBIEEMIdA22F TR « URL-safe ~ Base64-encoded
string UUID °

o BHAFMindexditypeiBH I R IZTEEF
,Elasticsearch & IATER R E (B BB Z A TBH
index3type °

o BERUEFIdE, indexBRIFEMERPOST ©

o type E:EfEA doc (since 6.0)


https://hackmd.io/YZNLmE4ZRs28v5XX5lplDg
http://bookstack.treemanou.com/uploads/images/gallery/2021-09/CxAtmrHBPXONsorz-image-1631848723417.png
http://bookstack.treemanou.com/uploads/images/gallery/2021-09/Heg90G0f3b0Pff09-image-1631848837295.png

[Elasticsearch] B&100%

# Bt <your elasticsearch_host> #1 <index_name_pattern> BB Elasticsearch EH4FNZ5|aEE

# FIHFRE RS
curl -X GET "http://<your_elasticsearch_host>:9200/_cat/indices?v"

# MR ERBZRS] (FIg0 > X "log-" IkHIZR5I)
curl -X DELETE "http://<your_elasticsearch_host>:9200/<index_name_pattern>"

# MBRFRERS| GEEERER)
# curl -X DELETE "http://<your_elasticsearch_host>:9200/*"



Elasticsearch search

RAntES

Elastic StackZtE - iT FFEIC: —EEITHRE#E » & IT AB—X (ithome.com.tw)


https://ithelp.ithome.com.tw/articles/10236812

[Filebeat] Mac &3

mac i

https://www.elastic.co/guide/en/beats/filebeat/8.7/filebeat-installation-configuration.html#installation

brew install filebeat

zsh completions have been installed to:
/usr/local/share/zsh/site-functions

To restart filebeat after an upgrade:
brew services restart filebeat

Or, if you don't want/need a background service you can just run:
/usr/local/opt/filebeat/bin/filebeat



[Filebeat] 1HRGELS

o [#] M Filebeat FEZE T EARETHAEN BRI
o BANXM - Filebeat Inputs
o EM#ERLEF Elastic Stack - HRERHEEE Observability &%


https://training.onedoggo.com/tech-sharing/uncle-joe-teach-es-elastc-observability/logs-wa-jue-xi-tong-nei-bu-fa-sheng-de-zhuang-kuang/shi-yong-filebeat-ying-gai-yao-le-jie-de-she-ji-xi-jie-yu-yuan-li
https://www.elastic.co/guide/en/beats/filebeat/7.15/configuration-filebeat-options.html
https://training.onedoggo.com/tech-sharing/uncle-joe-teach-es-elastc-observability

Elasticsearch &:H:EE%

query

=Ei—[00
query
=00o
prefix wildcard
constant_score
filter
prefix BINTCER, XOPAIO0LUEZRMI000K
{field:value}

term
RRZE2 T, BIRIITR0R3, XOPHBIE S MERNOD
{field:value}

match

matchfltermBy00=E, matchERI[E, elasticsearchRIRIBRIE N FEIR M S BN DTSR, MtermBTIF B DNBR D THI0E
matchZigHE]FEMTER, REZEP—E2000#M1T
{field:value}
match_all 0BZ[0.EFESHIFRE
{}
match_phrase  TCEg—MED,0—ME00, TEE
{field:value}
multi_match ~ TEZNFER
{
"query": {
"multi_match": {
"query": "caoke2",

"fields": [
"msg",
"code"
]
}
}
}
range

{"age":{"It":10,"gt":1}}
-- W EROODF FEERDER S00FHEAbool
bool #/REI, TSN &M, TENIIFHAILUE LEMNBIRE—E boolhFRiEE Srange, EMfilterB@ 2
must should must_not filter
I ERRMHAIIER
highlight BEXIIRAIGED fields BEEMNFRERquery P EHNFER
"highlight": {
"pre_tags":[
"<aaa>"
I
"post_tags":[
"</aaa>"
1
"require_field_match":true,
"fields": {
"msg":{
"fragment_size":1000,
"number_of fragments":0,
"fragment_offset":0
}
}
}
from ERMDRECGEO0MA
size  EEHOREGEIDR
sort  HEF
"sort": [
{
"age": "desc"
}
]



_source BHorBHRFE
{"includes":["code"],"excludes":[1}
script_fields
aggs ®=AE
"aggregations":{
"term_agg":{
"terms": {
"field":"age", IFE&A0
"size":10,  iREIAYE]
"order":[{ [REIMORHERE > AIAZ 5
"min_agg":"desc"
H
Bo
"aggregations":{ AUEB/EL] > ATAZ
"min_agg":{
"min":{
"field":"age"



[Kibanal {£H https

ERETHIRIER Kibana BERE » 158 Kibana & HTTPS » MIEFERM HTTP » LIT 2P

&8 1. EEAZ=EAEE (Self-Signed

Certificate)
[] 6 OpenSSL E4E5B:E -

1. FHBAREmE - AITUTIES REIL—ERAIRLIRI B2 RIRE ¢

mkdir -p /etc/kibana/ssl

cd /etc/kibana/ssl

# EETMRMBEEREE » REFHARS 365 X

openssl req -x509 -newkey rsa:4096 -keyout kibana-key.pem -out kibana-cert.pem -days 365 -nodes
# (EERE > #IR

chown kibana:kibana kibana-key.pem

chown kibana:kibana kibana-cert.pem

chmod 644 kibana-key.pem

chmod 600 kibana-key.pem

[ WAMHRE :

EHIT LSS > OpenSSL EERBA—LEH » RE :

Country Name (BR{HB) : TW

State or Province Name (&/m) : Taipei

Locality Name (i) : Taipei

Organization Name (AF4%#8) : momo.com

Common Name (CN) : apielkmonitor.momoshop.com.tw

Country Name (2 letter code) [AU]:TW

State or Province Name (full name) [Some-State]Taipei

Locality Name (eg, city) [1Taipei

Organization Name (eg, company) [Internet Widgits Pty Ltdlmomo.com
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []Japielkmonitor.momoshop.com.tw
Email Address []l:srou@fmt.com.tw

[ EERESE :

o kibana-cert.pe : fAl#
e kibana-cert.pe : BE&&EE

[ 4B 2 : BdE Kibana £ HTTPS
(] 45%8 Kibana BIREHE kibana.yml :

$TBA kibana.yml $EZFE GEEQI /etc/kibana/kibana.ym!l SRIRAIZREREET) » EXUATARS

# BRA SSL
server.ssl.enabled: true

# BRE SSL REMFATRAIERTE
server.ssl.certificate: /etc/kibana/ssl/kibana-crt.pem
server.ssl.key: /etc/kibana/ssl/kibana-key.pem



# {824 Kibana BYE5EEiR O]
server.port: 443

# WNRelasticsearch EMss| ERCRBRIARA)

# EERHHEENAN

elasticsearch.ssl.verificationMode: full

# E{EEETE Elasticsearch B HTTP sHEBRELER © BME Kibana KB FECEERENA ©
elasticsearch.ssl.certificateAuthorities: [ "/data/kibana-8.13.0/elasticsearch-ca.pem" ]

A FE H path/to) BIARITREIRAVERERE o

[ &8 3 . AFPHREEEZERES

[] Mac 8% Linux :

#BERRE kibana.crt EAFNRFEEE !

sudo cp kibana.crt /usr/local/share/ca-certificates/kibana.crt
sudo update-ca-certificates

[] Windows :

1. fI6 EEER -
2. BHE BEEMIREDISESEN -
3. EEA kibana.crt £ -

[ ¢ 4 : EEY Kibana

sudo systemctl restart kibana

[R5 : &\ HTTPS R Kibana

IRTE > {RRILAfER https://localhost (ZRISERY IP 3thiit) Z:HRI Kibana o

THERERIE:
FATAL Error: listen EACCES: permission denied 0.0.0.0:443

1. # BEhARFEsER
sudo systemctl start kibana
# IR TR A B B MR
journalctl -u kibana -f

#INRHIRUA TR - RRFTREFIEroot ABRIFI1024 port BATARTS
FATAL Error: listen EACCES: permission denied 0.0.0.0:443

#ERAUTEZEREU TERMEMERL024 port LU TFARTS

setcap cap_net_bind_service=+epi /usr/share/kibana/bin/kibana

setcap cap_net_bind_service=+epi /usr/share/kibana/bin/kibana-plugin
setcap cap_net_bind_service=+epi /usr/share/kibana/bin/kibana-keystore



# node A BRMEARE
setcap cap_net_bind_service=+epi /usr/share/kibana/node/glibc-217/bin/node

Error: EACCES: permission denied, open '/run/kibana/kibana.pid’

chown kibana:kibana /run/kibana/kibana.pid
setcap cap_net_bind_service=+epi /run/kibana/kibana.pid
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