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[root@liumiaocn ~]# docker version
Client:

Version: 17.03.0-ce

API version: 1.26

Go version: go0l.7.5

Git commit: 3a232c8

Built: Tue Feb 28 08:10:07 2017
OS/Arch: linux/amd64

Server:

Version: 17.03.0-ce

APl version: 1.26 (minimum version 1.12)
Go version: gol.7.5

Git commit: 3a232c8

Built: Tue Feb 28 08:10:07 2017
OS/Arch: linux/amd64

Experimental: false

[root@liumiaocn ~]#

TEHRSR

[root@liumiaocn ~]# docker pull liumiaocn/nexus

Using default tag: latest

latest: Pulling from liumiaocn/nexus

Digest: sha256:b93f9abbba2b35ada33c324cd06bd2c732fclbed352df186afla013e228af8d8
Status: Image is up to date for liumiaocn/nexus:latest

[root@liumiaocn ~]#

EXEhNexus


http://blog.csdn.net/liumiaocn/article/details/62050525

EES A

Nexus Ul 8081
private repo 8082
proxy repo 8083
URL http://192.168.32.123:8081/

[root@liumiaocn ~]# docker run -d -p 8081:8081 -p 8082:8082 -p 8083:8083 --name nexus liumiaocn/nexus
222abaed7fcf9d32c821bff6426edd03f6757a3dd4cbe07517dada5d800e173f
[root@liumiaocn ~]#

logon

L a8
URL http://192.168.32.123:8081/
usernamef§ admin
fEF&Epassword admin123
Nexus Rep... X v ! | i [ 0000
(<]>] ¢& 9 @ ¥ | A9 ntpy/192168321238081/#browse/welcome £ vr-| @ BEE-F QA OW@ B P XM=

TR
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http://192.168.32.123:8081/
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See What's New Get Nexus Resources Learn About Other Solutions

All Day DevOps Documentation

Nexus Firewall

Learn from our official documentation.

Watch the recorded sessions nowedae ase

PO 13K+ Attendees
57 sesslons WATCH NOW! Mailing Lists
ps O Get answers from the Nexus mailing list

Block undesirable components from the start
Leamn more

Nexus Lifecycle

See release notes, general tips, and tricks Get supply chain efficiencies across your SDLC
Nexus Repository Manager 3 with more formats Naxiss Communt L
Join our community of enthusiastic Nexus users Nexus Auditor

& e P

Register for professional training and workshops

Expand Format Support with Nexus Repository Manager 3 Email Feedback

Send us your thoughts and feedback

Audit open source security and license risk.

Learn more
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See what Nexus products ar
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Ay g hittp://192.168.32.123:8081/#admin/repository/repositories

RS
docker (proxy)
docker-repo-proxy
https://registry-1.docker.io
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SRS
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[root@liumiaocn ~]# cat /etc/docker/daemon.json
{
"insecure-registries": [
"192.168.32.123:8082",
"192.168.32.123:8083"
1
"disable-legacy-registry": true
}

[root@liumiaocn ~]#

R
/etc/docker/daemon.json

insecure-registries
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s ¥TEXEldocker

[root@liumiaocn docker]# systemctl restart docker
[root@liumiaocn docker]#

Ei&hnexus

BEEdockerBVEHERE) © nexusHIAB[IAZRE) - ARFIMNUTREZIR

[root@liumiaocn docker]# docker start nexus
nexus
[root@liumiaocn docker]#

FEs

EIt > NexusHIREEFESTRAE o AESIERGERT

docker login

7T EITIRIE - ZRE i Tdocker loginBUiR(E

EE RESREA
privateB & docker login -u admin -p admin123 192.168.32.123:8082
proxy&&E docker login -u admin -p admin123 192.168.32.123:8083

EITHED

[root@liumiaocn ~]# docker login -u admin -p adminl123 192.168.32.123:8082
Login Succeeded

[root@liumiaocn ~]# docker login -u admin -p admin123 192.168.32.123:8083
Login Succeeded

[root@liumiaocn ~1#

N —— =
proxy 2 Ei#Es3
ftremoteBEpul  FREFEE o AEHER BB EproxyBEEREE

[root@liumiaocn ~]# docker pull 192.168.32.123:8083/alpine:3.5
3.5: Pulling from alpine

627beaf3eaaf: Downloading

unknown blob

[root@liumiaocn docker]#

ET—TFnexusiy—LEissue » FIRFR/DEBZIRbIob AR > FEERMERANY/ NHIRES —LEEREIET » IRFREGER o
seproxy2E » #Epullialpinedy3.5kRAsSEE A TEproxy B ERREFETEM » Fil LERunknown blobthEEEEHEER ©
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[root@liumiaocn ~]# docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
busybox latest 00f017a8c2a6 2 days ago 1.11 MB
liumiaocn/maven latest 833b66f10ceb 5 days ago 160 MB
liumiaocn/nexus latest 932d715eb7el 5 days ago 460 MB
liumiaocn/gitlab latest 2462fb291203 5 days ago 1.21 GB
liumiaocn/jenkins latest 6668ecd39e4f 5 days ago 293 MB

[root@liumiaocn ~]#

tag busybox#Ff

[root@liumiaocn ~]# docker tag busybox 192.168.32.123:8082/busybox:latest
[root@liumiaocn ~]# docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
192.168.32.123:8082/busybox latest 00f017a8c2a6 2 days ago 1.11 MB
busybox latest 00f017a8c2a6b 2 days ago 1.11 MB
liumiaocn/maven latest 833b66f10ce6 5 days ago 160 MB
liumiaocn/nexus latest 932d715eb7el 5 days ago 460 MB
liumiaocn/gitlab latest 2462fb291203 5 days ago 1.21 GB
liumiaocn/jenkins latest 6668ecd39e4f 5 days ago 293 MB

[root@liumiaocn ~]#

docker push

[root@liumiaocn ~]# docker push 192.168.32.123:8082/busybox:latest

The push refers to a repository [192.168.32.123:8082/busybox]

c0de73ac9968: Pushed

latest: digest: sha256:68effe31a4ae8312e47f54bec52d1fc925908009ce7e6f734e1b54a4169081c5 size: 527
[root@liumiaocn ~]#

ERFESY © busyboxiREBELWIEE MpushE T private B EH
+

Y S (7 | AG hipy/19216832123:8081, mponents:docker-repo-pi &- s=—F O 8 O % M =

Components

i Weicome
Search
Browse

P Neme Group Version

busybox latest

docker pull

277 Es8docker pul | BIEN{E - BRI AT busyboxeMifs » UFERHE T8 T Hbusybox iR & Elzsith

[root@liumiaocn ~]# docker rmi busybox

Untagged: busybox:latest

Untagged: busybox@sha256:32f093055929dbc23dec4d03e09dfe971f5973a9ca5cf059cbfb644c206aa83f
[root@liumiaocn ~]# docker rmi 192.168.32.123:8082/busybox

Untagged: 192.168.32.123:8082/busybox:latest

Untagged: 192.168.32.123:8082/busybox@sha256:68effe31a4ae8312e47f54bec52d1fc925908009ce7e6f734e1b54a4169081c5
Deleted: sha256:00f017a8c2a6elfe2ffd05c281f27d069d2a99323a8cd514dd35f228ba26d2ff

Deleted: sha256:c0de73ac99683640bc8f8de5cda9e0e2fc97fe53d78c9fd60ea69b31303efbc9
[root@liumiaocn ~]# docker images

REPOSITORY TAG IMAGE ID CREATED SIZE

liumiaocn/maven latest 833b66f10ce6 5 days ago 160 MB

liumiaocn/nexus latest 932d715eb7el 5 days ago 460 MB
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liumiaocn/gitlab latest 2462fb291203 5 days ago 1.21 GB
liumiaocn/jenkins latest 6668ecd39e4f 5 days ago 293 MB
[root@liumiaocn ~]#

docker pulli{E:SES0BEIRE R privateBET&H TR T H% - LEREMRERTIFEZS -

[root@liumiaocn ~]# docker pull 192.168.32.123:8082/busybox

Using default tag: latest

latest: Pulling from busybox

04176c8b224a: Pull complete

Digest: sha256:68effe31a4ae8312e47f54bec52d1fc925908009ce7e6f734e1b54a4169081c5
Status: Downloaded newer image for 192.168.32.123:8082/busybox:latest

[root@liumiaocn ~]# docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
192.168.32.123:8082/busybox latest 00f017a8c2a6 2 days ago 1.11 MB
liumiaocn/maven latest 833b66f10ce6 5 days ago 160 MB
liumiaocn/nexus latest 932d715eb7el 5 days ago 460 MB
liumiaocn/gitlab latest 2462fb291203 5 days ago 1.21 GB
liumiaocn/jenkins latest 6668ecd39e4f 5 days ago 293 MB

[root@liumiaocn ~]#

4x

ITUTAXYZLY =

EIt > IAEANexusEEDockerBMEERA+DER » IR ERIFEFHNERRE - HOHEE/RASRIZER =5 EE/EfAcache/RFE
BEFOEEFESHEREELE - AEEBERNITEPTENERAL -
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Nexus = FF

Maven

my_maven_proxy

https://repol.maven.org/maven2/

Maven 2

Version policy:
Release
Layout policy:
Validate that all paths are maven artifact or metadata paths

Strict

Proxy

Remote storage:

Location of the remote repository being proxied, e.g. https://repol.maven.crg/maven2/
https://repol.maven.org/maven2/

Use the Nexus truststore:

» Use certificates stored in the Nexus truststore to connect to external systems ‘ View certificate

Blocked:

Block cutbound connections on the repositony

Auto blocking enabled:

+ Auto-block outhound connections on the repository if remote peer is detected as unreachablefunres ponsive

Maximum component age:

How long (in minutes) to cache artifacts before rechecking the remote repository. Release repositories should use -1
1

Maximum metadata age:

How long (in minutes) to cache metadata before rechecking the remote repository.

1440

L1

1


https://repo1.maven.org/maven2/
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Storage

Blob store:
repo
Strict Content Type Validation:

] Validate that all content uploaded to this repository is of 2 MIME type appropriate for the repository format

Routing Rule

Choose a rule to restrict some requests from being served by this repository

None

Negative Cache

Not found cache enabled:
w1 Cache responses for content not present in the proxied repository
Not found cache TTL:

How long to cache the fact that a file was net found in the repository (in minutes)

1440

Cleanup

Cleanup Policies:

Components that match any of the Applied policies will be deleted

Available Applied
Y Filter

my gradle proxy
https://plugins.gradle.org/m2/

Maven 2

Version policy:
Release
Layout policy:
Validate that all paths are maven artifact or metadata paths
Strict
Content Disposition:
Add Content-Disposition header as ‘Attachment' to disable some content from being inline in a browser.

Inline

Proxy

Remote storage:
Location of the remote repository being proxied, e.g. https://repol.maven.org/maven2/
https://plugins.gradle.org/m2/
Use the Nexus Repository truststore:
Use certificates stored in the Nexus Repository truststore to connect to external systems * View certificate
Blocked:
Block outbound connections on the repository
Auto blocking enabled:
v/ Auto-block outbound connections on the repository if remote peer is detected as unreachable/unresponsive
Maximum component age:
How long (in minutes) to cache artifacts before rechecking the remote repository. Release repositories should use -1.
-1
Maximum metadata age:

How long (in minutes) to cache metadata before rechecking the remote repository.

1440

AL
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Storage
Blob store:
default

Strict Content Type Validation:

v/ Validate that all content uploaded to this repository is of a MIME type appropriate for the repository format

Routing Rule

Choose a rule to restrict some requests from being served by this repository

None

Negative Cache

Not found cache enabled:
v/ Cache responses for content not present in the proxied repository
Not found cache TTL:

How long to cache the fact that a file was not found in the repository (in minutes)

1440

Cleanup

Cleanup Policies:

Components that match any of the Applied policies will be deleted

Available Applied

Y Filter

my_maven_hosted

Maven 2
Version policy:
Release
Layout policy:
Validate that all paths are maven artifact or metadata paths

Strict

Storage

Blob store:
repo
Strict Content Type Validation:

1 Validate that all content uploaded to this repository is of a MIME type appropriate for the repository format

Hosted

Deployment policy:

Controls if deployments of and updates to artifacts are allowed
Allow redeploy

Proprietary Components:

W Compeonents in this repository count as proprietary for namespace conflict attacks (requires Scnatype Nexus Firewall)

Cleanup

Cleanup Policies:

‘Components that match any of the Applied policies will be deleted

Available Applied
Y Filter
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maven_google

https://maven.google.com

Maven 2

Version policy:
Release
Layout policy:
Validate that all paths are maven artifact or metadata paths

Strict -

Proxy

Remote storage:

Location of the remote repository being proxied, e.g. hitps:/frepol.maven.crg/maven2/
https://maven.google.com

Use the Nexus truststore:

| Use certificates stored in the Mexus truststore to connect to external systems ' View certificate

Blocked:

| Block outbound connections on the repository

Auto blocking enabled:

\_/ Auto-block outbound connections on the repository if remote peer is detected as unreachable/unresponsive

Maximum component age:

Heow long (in minutes) to cache artifacts before rechecking the remote repository. Release repositories should use -1.

1 -
Maximum metadata age:
Heow long (in minutes) to cache metadata before rechecking the remote repository.
1440 -
Storage
Blob store:
repo
Strict Content Type Validation:
\_/ Validate that all content upleaded to this repaository is of a MIME type appropriate for the repository format
Routing Rule
Choose a rule to restrict some requests from being served by this repository
None -
Negative Cache
Not found cache enabled:
\_/ Cache responses for content not present in the proxied repository
Not found cache TTL:
How long to cache the fact that a file was not found in the repository (in minutes)
1440 -
Cleanup

Cleanup Policies:

Compenents that match any of the Applied policies will be deleted

Available Applied
Y Filter

my_group
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g Re pOSitO ries / B momo_group

M Delete repository | | ¢® Invalidate cache

Settings

Name: = E_group

Format: maven2

Type: group

URL: http//1] 'y w ™ mm O/repository ge=g group/

Online: W If checked, the repository accepts incoming requests
Storage

Blob store:

repo

Strict Content Type Validation:

\_/ Validate that all content uploaded to this repository is of a MIME type appropriate for the repository format

Group

Member repositories:

Select and order the repositories that are part of this group

Available
Y Filter

i 'l R_proxy
™

AN E s

nm _proxy
g B F_proxy

mm_m m_ Proxy

my_Nnpm_proxy

https://registry.npmjs.org/

Members

B E o_local_proxy
J "™ o_proxy

g m O_host
maven_google
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Proxy

Remote storage:

Location of the remote repository being proxied, e.g. hitps://registry.npmjs.org
https://registry.npmjs.org/

Use the Nexus truststore:

\_/ Use certificates stored in the Nexus truststore to connect to external systems ‘ View certificate

Blocked:

| Bleck cutbound connections on the repository

Auto blocking enabled:

\_/ Auto-block outbound connections on the repository if remote peer is detected as unreachable/unresponsive

Maximum component age:
Hew long (in minutes) to cache artifacts before rechecking the remote repository. Release repositories should use -1,

1440

Maximum metadata age:
Hew long (in minutes) to cache metadata before rechecking the remote repository.

1440

Storage

Blob store:
repo
Strict Content Type Validation:

\_/ Validate that all content upleaded to this repository is of a MIME type appropriate for the repository format

Routing Rule

Choose a rule to restrict some requests from being served by this repository

None

Negative Cache

Not found cache enabled:

v/ Cache responses for content not present in the proxied repository

Not found cache TTL:
How long to cache the fact that a file was not found in the repository (in minutes)

1440

Cleanup

Cleanup Policies:

Components that match any of the Applied policies will be deleted

Available Applied
Y Filter
mpn
>
<

my_npm_hosted

1)

1
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npm

Remove Non-cataloged Versions:

Remove non-cataloged versions from the npm package metadata. IQ: Audit and Quarantine capability must be enabled for this feature to take effect. Learn more.

Proxy

Remote storage:
Location of the remote repository being proxied, e.g. https://registry.npmjs.org

http://* ¥ k™ =..78:8081/nexus/content/repositories/npmProxy/
Blocked:

Block outbound connections on the repository

Auto blocking enabled:
v/ Auto-block outbound connections on the repository if remote peer is detected as unreachable/unresponsive
Maximum component age:

How long (in minutes) to cache artifacts before rechecking the remote repository. Release repositories should use -1.

1440

Maximum metadata age:

How long (in minutes) to cache metadata before rechecking the remote repository.

1440

Storage
Blob store:
repo
Strict Content Type Validation:

v Validate that all content uploaded to this repository is of a MIME type appropriate for the repository format

my_python_proxy
https://pypi.python.org/

Proxy

Remote storage:
Location of the remote repository being proxied, e.g. https://pypi.org
https://pypi.python.org/
Use the Nexus truststore:
v Use certificates stored in the Nexus truststore to connect to external systems | #lf View certificate
Blocked:
Block outbound connections on the repository
Auto blocking enabled:
v Auto-block outbound connections on the repository if remote peer is detected as unreachable/unresponsive
Maximum component age:
How long (in minutes) to cache artifacts before rechecking the remote repository. Release repositories should use -1.
1440
Maximum metadata age:

How long (in minutes) to cache metadata before rechecking the remote repository.

1440

Storage

Blob store:
repo
Strict Content Type Validation:

v Validate that all content uploaded to this repository is of a MIME type appropriate for the repository format
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Routing Rule

Choose a rule to restrict some requests from being served by this repository

None

Negative Cache

Not found cache enabled:
v Cache responses for content not present in the proxied repository

Not found cache TTL:
How long to cache the fact that a file was not found in the repository (in minutes)

1440

Cleanup

Cleanup Policies:

Components that match any of the Applied policies will be deleted

Available Applied

Y Filter

my_python_hosts

Name: python_hosts

Format: pypi

Type: hosted

URL: http://10.40.13710:8080/repository/python_hosts/

Online: v If checked, the repository accepts incoming requests
Storage

Blob store:
repo
Strict Content Type Validation:

v Validate that all content uploaded to this repository is of a MIME type appropriate for the repository format

Hosted

Deployment policy:
Controls if deployments of and updates to artifacts are allowed

Disable redeploy

Proprietary Components:

Components in this repository count as proprietary for namespace conflict attacks (requires Sonatype Nexus Firewall)

Cleanup

Cleanup Policies:

Components that match any of the Applied policies will be deleted

Available Applied

Y Filter

my docker proxy

https://registry-1.docker.io
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Repository Connectors

Connectors allow Docker clients to connect directly to hosted
registries, but are not always required. Consult our documentation for
which connector is appropriate for your use case. For information on
scaling the repositories see our scaling documentation.

HTTP:

Create an HTTP connector at specified port. Normally used if the server is behind a secure proxy.

HTTPS:

Create an HTTPS connector at specified port. Normally used if the server is configured for https.

Allow anonymous docker pull:

v Allow anonymous docker pull ( Docker Bearer Token Realm required )

Docker Registry APl Support

Enable Docker V1 API:

Allow clients to use the V1 API to interact with this repository

Proxy

Remote storage:

Location of the remote repository being proxied, e.g. https:/registry-1.docker.io
https://registry-1.docker.io

Use the Nexus truststore:

v/ Use certificates stored in the Nexus truststore to connect to external systems * View certificate

Docker Index:

Use proxy registry (specified above)

Docker Index:
Use proxy registry (specified above)
* Use Docker Hub

Custom index

Use the Nexus truststore:

Use certificates stored in the Nexus truststore to connect to external systems * View certificate
Foreign Layer Caching:
v/ Allow Nexus Repository Manager to download and cache foreign layers

Foreign Layer Allowed URLs

Regular expressions used to identify URLs that are allowed for foreign layer requests

*

© Add URL Pattern

Blocked:
Block outbound connections on the repository
Auto blocking enabled:
Auto-block outbound connections on the repository if remote peer is detected as unreachable/unresponsive

Maximum component age:

How long (in minutes) to cache artifacts before rechecking the remote repository. Release repositories should use -1.

1440

Maximum metadata age:
How long (in minutes) to cache metadata before rechecking the remote repository.

1440
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Storage

Blob store:
repo
Strict Content Type Validation:

v/ Validate that all content uploaded to this repository is of a MIME type appropriate for the repository format

Routing Rule

Choose a rule to restrict some requests from being served by this repository

None

Negative Cache

Not found cache enabled:
v/ Cache responses for content not present in the proxied repository
Not found cache TTL:

How long to cache the fact that a file was not found in the repository (in minutes)

1440

Cleanup

Cleanup Policies:

Components that match any of the Applied policies will be deleted

Available Applied
Y Filter

docker

my_docker_hosted

Repository Connectors

Connectors allow Docker clients to connect directly to hosted
registries, but are not always required. Consult our documentation for
which connector is appropriate for your use case. For information on
scaling the repositories see our scaling documentation.

HTTP:

Create an HTTP connector at specified port. Normally used if the server is behind a secure proxy.

v 8082 -
HTTPS:

Create an HTTPS connector at specified port. Normally used if the server is configured for https.

Allow anonymous docker pull:

v Allow anonymous docker pull ( Docker Bearer Token Realm required )

Docker Registry APl Support

Enable Docker V1 API:

v Allow clients to use the V1 API to interact with this repository

Storage

Blob store:
repo
Strict Content Type Validation:

v Validate that all content uploaded to this repository is of a MIME type appropriate for the repository format
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Nexus fEAEZ TEH(THAZEA)

[Security] [Anonymous Access] [Access] T4

Sonatype Nexus Repository
% 0SS 3.74.0-05

Administration

[ ]
> Repository a Anonymous Access
vo Security Configure anonymous access to server contents
B Privileges
Access *
[
e Roles Allow anonymous users to access the server
2 Users
Username *
anonymous
i LDAP
s *
8t Realms Realm
‘ Local Authorizing Realm v

K SSL Certificates

© 1Q Server
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N exus docker-compose.ymli

version: "3"
services:
nexus:
image: sonatype/nexus3
restart: always
volumes:
- "./data/sonatype-work:/sonatype-work"
- "./data/nexus-data:/nexus-data"
ports:
-"8088:8081"
-"8089:8085"
volumes:
nexus-data: {}

# BYS%HE /nexus-data/admin.password
# sudo docker exec -it ubuntu_nexus_1 cat /nexus-data/admin.password
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