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1. B&E TCreate functiony
2. 2 TAuthor from scratchy
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Function name hello-world-lambda
Runtime Node.js 18.x (gf Python 3.11 t#])
Architecture x86_64 (TBREPTT)
Permissions #:#iE TCreate a new role with basic Lambda permissionsy
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Node.js ki

exports.handler = async (event) => {
return {
statusCode: 200,
body: JSON.stringify('Hello from AWS Lambda!'),
%
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https://console.aws.amazon.com/lambda/

def lambda_handler(event, context):
return {
'statusCode': 200,
'body': 'Hello from AWS Lambda!"
}
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3. B TEdits - TAdd environment variablel
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Key Value
DB_HOST your-db.xxxx.rds.amazonaws.com
DB_USER admin
DB_PASSWORD your-password
DB_NAME your-database-name

5. {##FEIA > Lambda & B EEEUELEEH
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import os
db_host = os.environ['DB_HOST']
db_user = os.environ['DB_USER']

db_password = os.environ['DB_PASSWORD']
db_name = os.environ['DB_NAME']
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mkdir lambda_rds

cd lambda_rds

python3 -m venv venv
source venv/bin/activate
pip install pymysql
deactivate

8 venv/lib/python3.11/site-packages BY pymysql #EREIEEEEE o
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e lambda function.py ({REIFEZL)
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[ Lambda Python #E#& RDS (MySQL) &l

import pymysql
import os

def lambda_handler(event, context):
# BEURIEEH
db_host = os.environ['DB_HOST']
db_user = os.environ['DB_USER']
db_password = os.environ['DB_PASSWORD']
db_name = os.environ['DB_NAME']

# RBIER
connection = pymysql.connect(
host=db_host,



user=db_user,
password=db_password,
database=db_name,
connect_timeout=5

try:
with connection.cursor() as cursor:
sql = "SELECT NOW();"
cursor.execute(sql)
result = cursor.fetchone()
return {
'statusCode': 200,
'body': f'Database Time: {result[0]}'
}
finally:
connection.close()
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[DynamoDB] [RDS Proxy] = [MySQL / PostgreSQL]
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1. $JF DynamoDB Console

2. B4 TCreate Tabley
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Table name Todos
Partition key id (String)

4. E{h7E:ZENA] » B% MCreate tabley
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python

ok

import json
import uuid
import boto3

“REE

dynamodb = boto3.resource('dynamodb’)
table = dynamodb.Table('Todos')

def lambda handler(event, context):
body = json.loads(event['body'])
todo id = str(uuid.uuid4())
title = body.get('title")

table.put item(
ltem={
'id": todo id,
'title': title
}
)

return {
'statusCode': 200,
'body": json.dumps({'id': todo_id, 'title'": title})
}
0 Lambda ZEFMUTF IAM #[R :

json
HH “res
{
"Effect": "Allow",
"Action": [

"dynamodb:Putltem"
Il

"Resource": "arn:aws:dynamodb:*:*:table/Todos"

}

44 TIL7E Lambda $117A® (Execution Role) AfiN_EiEER policy °


https://console.aws.amazon.com/dynamodb

—\

= - #1317 APl Gateway &% Lambda

1. ¥TFA API Gateway Console
$BIL—1E THTTP APl
. FRIEERE -
e J5i%: POST
o &fZ . Jtodos
o E& I EEMIFIA Lambda
4. Deploy 58t » fR&#5%I—8 API URL

w N

£/ curl 8% Postman Al :
bash
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curl -X POST https://xxx.execute-api.ap-northeast-1.amazonaws.com/todos \
-H "Content-Type: application/json" \
-d '{"title":"Write Lambda guide"}'
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Proxy name todo-proxy
Engine MySQL / PostgreSQL (BHEEKIE)
Target RDS BEZIRAER RDS &
IAM Auth RhF (sfER)
VPC 8 Lambda 18R VPC

14 B 1E G 4R1T—E Proxy endpoint : ¥ todo-proxy.proxy-cdefg.ap-northeast-1.rds.amazonaws.com
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zip -r lambda-rds.zip .
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Lambda 2T HEEEH :
python

#Reg

import pymysql
import os
import json
import uuid

def lambda handler(event, context):
conn = pymysql.connect(
host=o0s.environ['DB PROXY HOST'], # Proxy endpoint
user=o0s.environ['DB USER'],
password=o0s.environ['DB PASSWORD'],
database=o0s.environ['DB_NAME'],
connect_timeout=5

)

try:
body = json.loads(event['body'])
todo id = str(uuid.uuid4())
title = body]['title']

with conn.cursor() as cursor:
cursor.execute("INSERT INTO todos (id, title) VALUES (%s, %s)", (todo_id, title))
conn.commit()

return {
'statusCode': 200,
'body'": json.dumps({'id': todo_id, 'title': title})
}
finally:
conn.close()
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1. FAEX Cognito Console

2. #ir—{& User Pool
e Pool name: todo-api-users
o ERA Email EABNA
o SERLTEEEIE Pool ID #1 Region
3. #3I App Client
e M client secret (Lambda E&:ERAE!)
o HIFEEYEM App client ID

APl Gateway B& JWT B8

[E1E] API Gateway HTTP API Console
## TAuthorization) — lCreate authorizer)
#3I Cognito JWT authorizer :

woe

HH BE
Type JwT
Identity source Authorization header
Issuer URL https://cognito-idp.<region>.amazonaws.com/<pool-id>
Audience {RAIBIEY App Client ID

4. 3B /todos BRIEREATEEE (GELMIFIRY authorizer)

[] ME0Y API BFANLE JWT token

Hilim# Cognito EAES Token & » FEOY API BF& L -
Authorization: Bearer <token>
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https://console.aws.amazon.com/cognito
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import logging
logger = logging.getLogger()
logger.setLevel(logging.INFO)

logger.info("New todo created")

CloudWatch Logs & BEINEFLE log °

[ &{EEEEREEIEET

import json
import traceback

def lambda_handler(event, context):
try:
# s
return {
'statusCode': 200,
'body": json.dumps({'message': 'Success'})
}
except Exception as e:
logger.error("Error: %s", traceback.format_exc())
return {
'statusCode': 500,
'body": json.dumps({'error': 'Internal Server Error'})

}

BB EZRETHEAERGERE - X5EES debug °
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o —HRERE - —HMIBR
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[ &3 CLI TH

npm install -g serverless

0 ¥4a{EFE

serverless create --template aws-python --path todo-api
cd todo-api
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[] 45%8 serverless.yml

LUIF2 Todo APl + DynamoDB + JWT E&sBHIRS{CEEH)
service: todo-api

provider:
name: aws
runtime: python3.11
region: ap-northeast-1
environment:
DB_TABLE: Todos
iamRoleStatements:
- Effect: Allow
Action:
- dynamodb:Putltem
Resource: arn:aws:dynamodb:*:*:table/Todos

functions:
createTodo:
handler: handler.create
events:
- http:
path: todos
method: post
authorizer:
type: COGNITO_USER_POOLS
userPoolArn: arn:aws:cognito-idp:ap-northeast-1:xxxx:userpool/xxxx

resources:
Resources:
TodosTable:
Type: AWS::DynamoDB::Table
Properties:
TableName: Todos
AttributeDefinitions:
- AttributeName: id
AttributeType: S
KeySchema:
- AttributeName: id
KeyType: HASH
BillingMode: PAY_PER_REQUEST

[] Lambda #23{ handler.py

import json
import uuid
import boto3
import os

table = boto3.resource(‘dynamodb').Table(os.environ['DB_TABLE'])
def create(event, context):

data = json.loads(event['body'])

todo_id = str(uuid.uuid4())

table.put_item(ltem={'id": todo_id, 'title': data[ 'title']})

return {

'statusCode': 200,
'body': json.dumps({'id": todo_id, 'title': data['title']})
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Serverless Framework EIf

{REILLTE serverless.yml #8801t VPC &7 :

provider:
vpc:
securityGrouplds:
- Sg-XXXXXXXX
subnetlds:

- subnet-aaaa
- subnet-bbbb
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