[Cisco)] SwitchtBREIES

LAB 2-1:SwitchBZIRIZRE

TBRRSwitchBYARRESRE
Switch>enable
Switch#erase startup-config
Switch#delete vlan.dat
Switch#reload

Switchs& 178
Switch#configure terminal
Switch(config)#hostname lab2

consoleIE 04, ExAloggings B &t 1% B EHRITINAE
lab2(config)#line console 0
lab2(config-line)#exec-timeout 0 (AIEEH)
lab2(config-line)#logging synchronous (GlERE¥)

FREEREBRE
lab2(config-line)#exit
lab2(config)#no ip domain-lookup

REFEEM(description), # T (duplex) R K T EZEE (speed)
lab2(config)#interface fastEthernet 0/12
lab2(config-if)#description TORouter
lab2(config-if)#duplex auto (F8&auto)
lab2(config-if)#speed auto (¥8z%auto)

lab2(config-if)#exit

B|ESwWitch IPRGateway (L2 SwitchzTIPERHA)
lab2(config)#interface vian 1

lab2(config-if)#ip address 192.168.0.250 255.255.255.0
lab2(config-if)#no shutdown

lab2(config-if) #exit

lab2(config)#ip default-gateway 192.168.0.254 (BS4BEREIR)

show #HEARE, FANVRAM

lab2#show running-config

lab2#show vilan 1

lab2#show interfaces fastEthernet 0/12
lab2#copy running-config startup-config
LAB 2-2:SwitchR 2[R TE

REConsoleRkvtyZHE
lab2#configure terminal
lab2(config)#line console 0
lab2(config-line)#password console
lab2(config-line)#login
lab2(config-line)#exit
lab2(config)#line vty 0 15
lab2(config-line)#password vty
lab2(config-line)#login
lab2(config-line)#exit

& 7Eprivileged modeMyRIEAIGETR
lab2(config)#enable password password
lab2(config)#enable secret cisco
lab2(config)#end

lab2#sh running-config

RESSH

lab2#configure terminal

lab2(config)#ip domain-name example.com
lab2(config)#crypto key generate rsa
lab2(config)#username netadmin password netadmin



lab2(config)#ip ssh version 2
lab2(config)#line vty 0 15
lab2(config-line)#login local
lab2(config-line)#transport input ssh telnet

BHEREAREES
lab2(config)#no username {netadmin}
lab2(config)#username {name} privilege 15 password {password}

YR E B INZARTS

lab2#conf t

lab2(config)#service password-encryption
lab2(config)#do show running-config | begin line

RELogin banner
lab2(config)#banner login >

HI it >
LAB 2-3:Port Security (B5IE5AMACTZER)

Port security R aE#t¥tAccess modefIPorts&E

enable port security

(Optional) :RERAMACEE, 858 1 shAEET, CiscoRBETEREBERER

ERBFswitchBIEh{Eviolation{ shutdown¥&s% | restrict | protect}

1~4RBAEMAC FloodingIE, S—fEport RAER 1EMACEE, (BERAEM LLIEEMACIERIRE L IBSEMACE Rltable, REMACH #&port shutdown
ESwitch EEEMAC-Address-Table

lab2#show mac-address-table (B%EhkZs show mac address-table)

##FA0/24 Rk FAPort-SecurityZhaE 18 R B E —EMACEH, EASticky FNB B FIPCHIMAC, X 58 E B EE A L AShutdown
lab2#configure terminal

lab2(config)#interface fastEthernet 0/24 (ZfEPortE]frange)

lab2(config-if)#switchport mode access (#PorteifAccess Mode)

lab2(config-if)#switchport port-security (B{FPort Security)

lab2(config-if)#switchport port-security maximum 1 (RRERAKMACHKE)

lab2(config-if)#switchport port-security mac-address sticky

lab2(config-if)#switchport port-security violation shutdown(¥8s%, i2¥2err-disabled)

5

lab2(config-if)#switchport port-security violation restrict (&3AMACIZEIFAEE)

range ZfEPortERE
lab2(config)#interface range fastEthernet 0/4 - 7 , fastEthernet 0/9 - 11
lab2(config-if-range)#switchport mode accesss

WEFRA REAYHKEE (Port, Description Name,Status,Vlan,Duplex,Speed,Type)
lab2#sh interfaces status

& Switch_EAMILEPortEI A Port-security
lab2(config-if)#do sh port-security

BESwitch EBEMLEPortA sticky S F BN A &35MAC Address
lab2(config-if)#do sh port-security address

BEFa0/248Port-security AYs¥4H:R
lab2(config-if)#do sh port-security interface fastethernet 0/24

BEFa0/24M N EHREE GEE err-disabled)
lab2(config-if)#do sh int fa 0/24

#§Fa0/241% 58 —&PC E#4Fa0/248EiAPort-security, It#§ 2 5 B B2 B IKIMACIASticky st i, 18T Fa0/2 4N R ES E 3 Rerr-disabled: A F BRI
B

lab2#sh int fa 0/24

FastEthernet0/24 is down, line protocol is down (err-disabled)

lab2#sh run | begin FastEthernet0/24

]

interface FastEthernet0/24

switchport mode access



switchport port-security

switchport port-security mac-address sticky

switchport port-security mac-address sticky 0030.F22D.9A05
]

lab2#conf t

lab2(config)#int fa 0/24

lab2(config-if)#no switchport port-security mac-address sticky 0030.F22D.9A05
lab2(config-if)#do sh int fa 0/24

FastEthernet0/24 is down, line protocol is down (err-disabled)
lab2(config-if)#shutdown

lab2(config-if)#no shutdown

LAB 2-4:CDPEEEMEHRE

CDPE B2
lab2#sh cdp neighbors (Device ID =>ro)
lab2#sh cdp entry ro

#&Switch#9fa0/37 T ECDPINAERAR
lab2(config)#int fa 0/3
lab2(config-if)#no cdp enable

1 EdcpThAERAEA
lab2(config)#no cdp run

#&SwitchBJ10SHstartup-configERUEITFTP
lab2#sh flash

lab2#copy flash tftp

lab2#copy running-config startup-config
lab2#copy startup-config tftp

show BYfER

lab2#sh running-config | begin line
lab2#sh running-config | include line
lab2#sh interfaces status

lab2#sh mac address-table

#

#

#
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