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ERESHIRIEN Kibana BERE » 158 Kibana X1& HTTPS » MIEFERM HTTP » LI 2P

&8 1. EEAZ=EAESE (Self-Signed

Certificate)
[] 6 OpenSSL E4E5B:E .

1. FHBAREmtE - HITUTIE S IREUL—EMRAIALRI B RIRE ¢

mkdir -p /etc/kibana/ssl

cd /etc/kibana/ssl

# EETMRMBEREE » REFHARS 365 X

openssl req -x509 -newkey rsa:4096 -keyout kibana-key.pem -out kibana-cert.pem -days 365 -nodes
# (EERE > #IR

chown kibana:kibana kibana-key.pem

chown kibana:kibana kibana-cert.pem

chmod 644 kibana-key.pem

chmod 600 kibana-key.pem

[ WAMHREA :

EHIT LIS SR > OpenSSL EERBA—LEH » G2 :

Country Name (BR{HB) : TW

State or Province Name (&/m) : Taipei

Locality Name (i) : Taipei

Organization Name (AF4%#8) : momo.com

Common Name (CN) : apielkmonitor.momoshop.com.tw

Country Name (2 letter code) [AU]:TW

State or Province Name (full name) [Some-State]Taipei

Locality Name (eg, city) [1Taipei

Organization Name (eg, company) [Internet Widgits Pty Ltdlmomo.com
Organizational Unit Name (eg, section) [I:

Common Name (e.g. server FQDN or YOUR name) []Japielkmonitor.momoshop.com.tw
Email Address []:srou@fmt.com.tw

[ EERESE :

o kibana-cert.pe : fAl#
e kibana-cert.pe : BE&&EE

[ 4B 2 : BgE Kibana £ HTTPS
(] 45%8 Kibana BIREHE kibana.yml :

$TBA kibana.yml $EZE GEENIF /etc/kibana/kibana.ym!l SRIRAZREREET) » EXUATARS

# BYA SSL
server.ssl.enabled: true

# BRE SSL REMFATRAIERTE
server.ssl.certificate: /etc/kibana/ssl/kibana-crt.pem
server.ssl.key: /etc/kibana/ssl/kibana-key.pem



# {824 Kibana BYE5EEiR O]
server.port: 443

# WNRelasticsearch EMAss| ERCRBRIARA)

# EERHHENAN

elasticsearch.ssl.verificationMode: full

# E{EEETE Elasticsearch B9 HTTP sHBRE&AER © BME Kibana KB FECEERENA ©
elasticsearch.ssl.certificateAuthorities: [ "/data/kibana-8.13.0/elasticsearch-ca.pem" ]

A FE B path/to) BIARIRERAVERERRE o

[ &8 3 : AFPHREEEZERES

[] Mac 8% Linux :

#BERRE kibana.crt EARNRFEEE !

sudo cp kibana.crt /usr/local/share/ca-certificates/kibana.crt
sudo update-ca-certificates

[] Windows .

1. TG BEER -
2. BHE BEEMIREDISESEN -
3. EEA kibana.crt £ -

[ $EF 4 : EEY Kibana

sudo systemctl restart kibana

[ E% 5 : i&EB HTTPS R Kibana

IR7E > {RRILAfER https://localhost (SRISTERY IP 3thiit) ZR:HRI Kibana o

THERERIE:
FATAL Error: listen EACCES: permission denied 0.0.0.0:443

1. # BEhARFEsER
sudo systemctl start kibana
# IR TR A E B MR
journalctl -u kibana -f

#INRHIRUA TR - RRFTREFIEroot ABRIFI1024 port BATARTS
FATAL Error: listen EACCES: permission denied 0.0.0.0:443

#ERAUTEZEREU TERMEMERL024 port LU TFARTS

setcap cap_net_bind_service=+epi /usr/share/kibana/bin/kibana

setcap cap_net_bind_service=+epi /usr/share/kibana/bin/kibana-plugin
setcap cap_net_bind_service=+epi /usr/share/kibana/bin/kibana-keystore



# node A BRMERE
setcap cap_net_bind_service=+epi /usr/share/kibana/node/glibc-217/bin/node

Error: EACCES: permission denied, open '/run/kibana/kibana.pid’

chown kibana:kibana /run/kibana/kibana.pid
setcap cap_net_bind_service=+epi /run/kibana/kibana.pid
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