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Get-NetComputer
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PS C:\Tools> Import-Module .\PowerView.ps1
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# RIEFMAENERER
PS C:\Tools> Get-NetDomain

Forest : corp.com
DomainControllers : {DC1l.corp.com}
Children {}

DomainMode : Unknown
DomainModeLevel 17

Parent :

PdcRoleOwner : DC1.corp.com
RidRoleOwner : DC1.corp.com
InfrastructureRoleOwner : DC1.corp.com
Name 1 corp.com
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PS C:\Tools> Get-NetUser

logoncount 1113

iscriticalsystemobject : True

description : Built-in account for administering the computer/domain
distinguishedname : CN=Administrator,CN=Users,DC=corp,DC=com
objectclass : {top, person, organizationalPerson, user}
lastlogontimestamp  : 9/13/2022 1:03:47 AM

name : Administrator
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PS C:\Tools> Get-NetUser | select cn,pwdlastset,lastlogon

cn pwdlastset lastlogon
Administrator 8/16/2022 5:27:22 PM 9/14/2022 2:37:15 AM
Guest 12/31/1600 4:00:00 PM 12/31/1600 4:00:00 PM
krbtgt 9/2/2022 4:10:48 PM 12/31/1600 4:00:00 PM
dave 9/7/2022 9:54:57 AM  9/14/2022 2:57:28 AM
stephanie  9/2/2022 4:23:38 PM 12/31/1600 4:00:00 PM

PS C:\Tools> Get-NetUser -SPN | select samaccountname,serviceprincipalname

samaccountname serviceprincipalname

krbtgt kadmin/changepw
iis_service {HTTP/web04.corp.com, HTTP/web04, HTTP/web04.corp.com:80}
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# HIREHA
PS C:\Tools> Get-NetGroup | select cn
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# BIEREHHA("Sales Department")
PS C:\Tools> Get-NetGroup "Sales Department" | select member

member

{CN=Development Department,DC=corp,DC=com, CN=pete,CN=Users,
DC=corp,DC=com, CN=stephanie,CN=Users,DC=corp,DC=com}
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PS C:\Tools> Get-NetComputer | select dnshostname,operatingsystem,operatingsystemversion

dnshostname operatingsystem operatingsystemversion

DC1.corp.com Windows Server 2022 Standard 10.0 (20348)
web04.corp.com Windows Server 2022 Standard 10.0 (20348)
FILESO4.corp.com Windows Server 2022 Standard 10.0 (20348)

client74.corp.com Windows 11 Pro 10.0 (22000)
client75.corp.com Windows 11 Pro 10.0 (22000)
CLIENT76.corp.com Windows 10 Pro 10.0 (16299)
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PS C:\Tools> Find-LocalAdminAccess

client74.corp.com
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# K

PS C:\Tools> Get-NetSession -ComputerName web04 -Verbose

VERBOSE: [Get-NetSession] Error: Access is denied
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PS C:\Tools> Get-NetSession -ComputerName client74
CName :\\192.168.50.75

UserName : stephanie

Time 18

IdleTime :0

ComputerName : client74
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# EREPHHE
PS C:\Tools> Find-DomainShare

Name Type Remark ComputerName
ADMIN$ 2147483648 Remote Admin DC1.corp.com
C$ 2147483648 Default share DC1.corp.com
IPC$ 2147483651 Remote IPC DC1l.corp.com

. Get-ObjectAcl :F2ACE (Access Control Entry)

. Convert-SidToName: SID EaA SRR HRLTE

PowerViewH{EHGet-ObjectAcIZFIZEACE (Access Control Entry) —&8ANS % » EAHNRMEEHEHSNHFTERS -
ERNS<H » (RIEESKRBESHWARIRE (dentity) BJACE ©

ERFIETTENG S - EEIRECHIRFEBMLLEACE :

# Get-ObjectAcl -ldentity {username}
PS C:\Tools> Get-ObjectAcl -Identity stephanie



PS C:\Tools>

ObjectDN : CN=stephanie, CN=Users,DC=corp,DC=com

ObjectAceFlags : ObjectAceTypePresent

ObjectAceType : 4cl64280-20c@-11de-a768-00a2a006e0529
InheritedObjectAceType : 20000008-0020-0000-0000—-0000Q2000000
BinaryLength : 56

AceQualifier : AccessAllowed

IsCallback : False

OpaqueLength I

AccessMask t 16

AceType : AccessAllowedObject
AceFlags : None
IsInherited : False
InheritanceFlags : None
PropagationFlags : None
AuditFlags : None
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SR T MERZIEHET (SID) » E2AKR AD FHKRH 5 EM—E - F—1@ ((IMZEEE ObjectSID BlEs) B&E "S-1-5-21-
1987370270-658905905-1781884369-1104" » SAHEEHLIBTE o A TIBEfREE SID » FHFIRIUUER PowerView B Convert-
SidToName S<FHEBRABRINMEINHRATE -

PS C:\Tools> Convert-SidToName S-1-5-21-1987370270-658905905-1781884369-1104

PS C:\Tools>

CORP\stephanie

EAEET > ObjectSID BiEHRHY SID BRIEFIBAIERM stephanie EH#E © ActiveDirectoryRights Bttt 7 FEA N HRAVERR
A o ATHRHEERER R F#E%E ReadProperty #[R » HMITER Securityldentifier B{EEITER o

SERAIEA PowerView FHEHAR—ERERNRTE

PS C:\Tools>

CORP\RAS and IAS Servers

iR#E PowerView » Securityldentifier B4R SID B —{E%% RAS and IAS Servers F9F8:& AD 8§48 o

PS C:\Tools> Get-ObjectAcl -Identity "Management Department" | ? {$_.ActiveDirectoryRights -eq "GenericAll"} | select
Securityldentifier,ActiveDirectoryRights

PS C:\Tools>

SecurityIdentifier ActiveDirectoryRights

5=-1-5-21-1987370270-658905905-1781884369-512 GenericAll
5-1-5-21-1987370270-658985905-1781884369-1104 GenericAll
5-1-5-32-548 GenericAll
5-1-5-18 GenericAll
5=-1-5-21-1987370270-658905905-1781884369-519 GenericAll

EEREBERT » ZRAABEEREEHSRE Management Department ¥#&# %5 GenericAll #[R o & 7IBfZE—BL » sZRPHSFIER
SID BB ERRIATE -
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PS C:\Tools> "S-1-5-21-1987370270-658905905-1781884369-512"
,"5-1-5-21-1987370270-658905905-1781884369-1104"

,'S-1-5-32-548","S-1-5-18","S-1-5-21-1987370270-658905905-1781884369-519"
| Convert-SidToName

PS C:\Tools>

CORP\Domain Admins

CORP\stephanie
BUILTIN\Account Operators
Local System
CORP\Enterprise Admins
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