[SMB] enum4linux

$ enumd4linux -a -0 192.168.202.13

===============================( Nbtstat Information for 192.168.202.13

Looking up status of 192.168.202.13

SAMBA <00> - B <ACTIVE> Workstation Service
SAMBA <03> - B <ACTIVE> Messenger Service
SAMBA <20> - B <ACTIVE> File Server Service

..__MSBROWSE__. <01> - <GROUP> B <ACTIVE> Master Browser
WORKGROUP <00> - <GROUP> B <ACTIVE> Domain/Workgroup Name
WORKGROUP <1ld> - B <ACTIVE> Master Browser

WORKGROUP <le> - <GROUP> B <ACTIVE> Browser Service Elections
MAC Address = 00-00-00-00-00-00

==================================( Session Check on 192.168.202.13

[+] Server 192.168.202.13 allows sessions using username ", password "

( Getting domain SID for 192.168.202.13

Domain Name: WORKGROUP
Domain Sid: (NULL SID)

[+] Can't determine if host is part of domain or part of a workgroup

==================================( 0S information on 192.168.202.13

[E] Can't get OS info with smbclient

[+] Got OS info for 192.168.202.13 from srvinfo:

SAMBA Wk Sv PrQ Unx NT SNT samba server (Samba, Ubuntu)
platform_id : 500
0s version : 6.1

server type 0x809a03



Use of uninitialized value $users in print at ./enum4linux.pl line 972.
Use of uninitialized value $users in pattern match (m//) at ./enum4linux.pl line 975.

Use of uninitialized value $users in print at ./enum4linux.pl line 986.
Use of uninitialized value $users in pattern match (m//) at ./enum4linux.pl line 988.

==( Users on 192.168.202.13

================================( Share Enumeration on 192.168.202.13

smbXcli_negprot_smbl_done: No compatible protocol selected by server.

Sharename Type Comment

print$ Disk Printer Drivers
files Disk Flag: 0S{861316807af111601f7db90f63ab6e3d}
IPC$ IPC IPC Service (samba server (Samba, Ubuntu))

Reconnecting with SMB1 for workgroup listing.
protocol negotiation failed: NT_STATUS_INVALID_NETWORK_RESPONSE
Unable to connect with SMB1 -- no workgroup available

[+] Attempting to map shares on 192.168.202.13

//192.168.202.13/print$ Mapping: DENIED Listing: N/A Writing: N/A
//192.168.202.13/files Mapping: OK Listing: OK Writing: N/A

[E] Can't understand response:

NT_STATUS_OBJECT_NAME_NOT_FOUND listing \*
//192.168.202.13/IPC$ Mapping: N/A Listing: N/A Writing: N/A
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